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AAA (Authentication, Authorization, Accounting) describes aframework for intelligently controlling access
to network resources, enforcing policies, and providing the information necessary to bill for services.

AAA and Network Security for Mobile Accessis an invaluable guide to the AAA concepts and framework,
including its protocols Diameter and Radius. The authors give an overview of established and emerging
standards for the provision of secure network access for mobile users while providing the basic design
concepts and motivations.

AAA and Network Security for Mobile Access:

- Coverstrust, i.e., authentication and security key management for fixed and mobile users, and various
approaches to trust establishment.

- Discusses public key infrastructures and provides practical tips on certificates management.

- Introduces Diameter, a state-of-the-art AAA protocol designed to meet today’ s reliability, security and
robustness requirements, and examines Diameter-Mobile IP interactions.

- Explains RADIUS (Remote Authentication Dial-In User Services) and its latest extensions.

- Details EAP (Extensible Authentication Protocol) in-depth, giving a protocol overview, and covering EAP-
XXX authentication methods as well as use of EAP in 802 networks.

- Describes 1P mobility protocolsincluding IP level mobility management, its security and optimizations,
and latest IETF seamless mobility protocols.

- Includes a chapter describing the details of Mobile IP and AAA interaction, illustrating Diameter Mobile IP
applications and the process used in CDM A 2000.

- Contains a section on security and AAA issues to support roaming, discussing a variety of options for
operator co-existence, including an overview of Liberty Alliance.

This text will provide researchersin academia and industry, network security engineers, managers,
developers and planners, as well as graduate students, with an accessible explanation of the standards
fundamental to secure mobile access.
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From reader reviews:
Jill Spann:

What do you ponder on book? It isjust for students because they're still students or that for all peoplein the
world, the particular best subject for that? Simply you can be answered for that concern above. Every person
has different personality and hobby for every other. Don't to be compelled someone or something that they
don't want do that. Y ou must know how great aong with important the book AAA and Network Security for
Mobile Access: Radius, Diameter, EAP, PKI and IP Mobility. All type of book could you see on many
methods. Y ou can look for the internet methods or other social media.

Randy Johnson:

Nowadays reading books become more than want or need but also work as alife style. This reading behavior
give you lot of advantages. The benefits you got of course the knowledge the rest of the information inside
the book this improve your knowledge and information. The data you get based on what kind of publication
you read, if you want attract knowledge just go with knowledge books but if you want really feel happy read
one together with theme for entertaining like comic or novel. The actual AAA and Network Security for
Mobile Access. Radius, Diameter, EAP, PKI and IP Mobility iskind of guide which is giving the reader
capricious experience.

Raymond McMillion:

Isit you who having spare time then spend it whole day by means of watching television programs or just
laying on the bed? Do you need something totally new? This AAA and Network Security for Mobile Access:
Radius, Diameter, EAP, PKI and IP Mobility can be the reply, oh how comes? The new book you know.
You are so out of date, spending your spare time by reading in this brand new erais common not a nerd
activity. So what these books have than the others?

Jeffrey Evans:

Y ou can obtain this AAA and Network Security for Mobile Access: Radius, Diameter, EAP, PKI and IP
Mobility by look at the bookstore or Mall. Just simply viewing or reviewing it could to be your solve
problem if you get difficulties for ones knowledge. Kinds of this e-book are various. Not only by means of
written or printed but also can you enjoy this book by means of e-book. In the modern era such as now, you
just looking by your mobile phone and searching what their problem. Right now, choose your own ways to
get more information about your publication. It is most important to arrange yourself to make your
knowledge are still up-date. Let'stry to choose correct ways for you.
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